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Abstract
Violent groups must continue to adapt in order to compete with rivals and stay one step ahead of
law enforcement, but adopting new tactics is risky because experimentation and failure are
costly. I argue that violent organizations ease the costs of adopting new techniques by learning
from others. However, this learning is restricted because sharing risks losing operational
information to rivals or the state. Groups therefore safeguard tactical information, sharing only
with trusted partners. This tension is exacerbated in competitive environments.
Using data on violent group networks and attacks, I support this theory with three findings: (1)
Groups are more likely to adopt tactics previously used by trusted partners. (2) Tactics diffuse
more readily in networks that facilitate information flow. (3) Groups with rivals are more likely
to adopt tactics from their partners, but do not imitate rivals despite similar environments.
Introduction
Violent non-state actors face a dilemma: they must adapt to survive, but adapting can be
risky. Violent groups must adapt because as security forces and rivals learn about how a group
operates, those opponents are better able to both target and defend against that group. Violent
groups must therefore innovate to continue to be effective. But trying new tactics is dangerous: a
failed attack, or an untested tactic, can harm a group’s reputation. Failed attacks also put
operatives at risk of death or capture— thereby risking the loss of sensitive information. When
the stakes are life and death, trying new things is dangerous, but so is sticking to the same old
routine. How do violent groups resolve this tension? Understanding the answer to this question is
critical for predicting what violent groups will do next, and finding ways to stop them.
In this paper, I argue that groups ease the costs of adaptation by learning from trusted
partners. Learning from another group reduces the costs of adaptation because operatives can get
technical information without risky experimentation, thereby increasing the chances that their
first attack will be successful. They can also observe the reactions of sympathizers to understand
how a new tactic will affect their reputation.
The problem is: learning requires that another group share information, and sharing
information is risky too. Groups are likely to safeguard tactical details because security forces
and rivals can use information about how a group operates to prevent attacks or target the group.
This makes it harder for groups to learn new tactics from open online sources or through
observation. Contrary to popular wisdom about indirect diffusion through copycats, I argue that
groups must rely on learning directly from trusted partners. In this paper, I provide evidence that
on the whole, violent tactics do diffuse through formalized partnerships directly, which provides
evidence that groups do indeed learn from one another.
I also examine follow-on implications to test the mechanisms behind the theory. First, if
the security of tactical information is a key risk for sharing, groups in more secure information
sharing environments should be more likely to adopt tactics employed by their partners. In
support, I show that groups embedded in local cooperative networks within which they have
greater leverage—and can better control the flow of information—are more likely to adopt
tactics from their partners. Conversely, groups with many partners but with less leverage over the
flow of information are less likely to adopt tactics from their partners.
Second, if security concerns drive groups to both adapt and more closely guard their
operational secrets, then greater security pressure should both make groups want to adapt, but
also increase their reliance on partners. This is because security pressures make adaptation more
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necessary for survival, but also raise the stakes of mistakes. I find that groups with rivals are
more likely to adapt new tactics from their partners.
Third, if groups closely guard their operational knowledge, then groups should have
difficulty learning through mere observation. I find that groups do not emulate their rivals, even
though they are readily observable, and exist in similar operational environments.
By elucidating the processes underlying the diffusion of violent tactics, this work makes
four major contributions. First, it examines the diffusion of sensitive, violent information among
actors in an anarchic environment,1 focusing specifically in the domain of non-state actors such
as terrorist and rebel groups. It asks the question: do cooperative partnerships matter for the
spread of sensitive tactical innovation, or can actors learn without direct interaction? Second, it
goes a step further, asking how the entire structure of partnerships and the distribution of
structural power among actors shapes the diffusion of violent tactics. Not all actors in a network
are equal, and not all face the same security competition. As a result, diffusion is not uniform.
Third, it directly examines the role of competition in driving violent innovation, asking whether
competition among violent actors can lead to tactical arms races. Finally, it illustrates a method
to control for interdependence among actors that traditional statistical methods fail to account
for. This model provides a framework for making inferences about diffusion among competing
actors more generally.
Understanding the diffusion of tactics will help states defend against terrorism. States try
to protect against attacks by hardening potential targets, but hardening often requires up front
investments and anticipation of what targets are at risk, how. Similarly, the ability of law
enforcement to prevent attacks depends on understanding what violent organizations are going to
do. Law enforcement and security organizations should look not only at what a group has done
in the past, but what its closest allies do, as well as the structure of the cooperative and
competitive environment in which the group exists.
Endogeneity concerns are ever-present in network analyses. In this paper I observe
diffusion of violent tactics across partnerships, but are groups learning from one another, or is it
that groups with similar operating constraints are both more likely to adopt certain tactics and
more likely to partner? I address this in three ways. First, I provide illustrative vignettes
throughout the paper, describing instances of groups seeking out knowledge from their partners,
which improves the plausibility of the story. Second, I control for various group-level predictors
that I expect to be associated with tactical decisions. Finally, if groups in similar operational
environments adopt similar tactics, then rivals should adopt similar tactics. I find instead that
groups are less likely to adopt those tactics that are used by their rivals. Altogether, this improves
our confidence in the learning mechanism described here.
By violent organizations, I refer here to organized, illicit groups that have chosen to
employ violence toward their goals. By limiting the analysis to violent groups, I sidestep the
question of whether violence is effective or warranted, and assume that groups who have decided
to employ violence wish to employ violence in the most effective way possible, whether their
aims are political, territorial, or criminal. Whether it is a terrorist group or a rebel group, they
inherently face pressures to adapt from rivals and the state because of their violent nature. While
the theory presented here may generalize to all illicit groups, the evidence presented here is
limited to terrorist and rebel groups as exist in the Big Allied and Dangerous (BAAD) dataset.
Partnerships may be formal cooperation between group leadership—such as when al
Shabaab formally declared allegiance to al Qaeda— or may manifest as cooperative working
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relationships and exposure between members. For example, while Ibn al-Khattab never formally
declared allegiance, he likely had a working relationship with al Qaeda, sending fighters to their
training camps.
I begin by framing the context and the puzzle with examples of violent actor learning.
This is followed by a brief review of the literature on contagion of violence and learning. I then
describe my theory and lay out my core hypotheses, as well as alternative explanations drawn
from the literature. Next, I describe my empirical strategy, data, and results. I conclude with
implications for the field and policy.
Learning Among Violent Actors: What It Looks Like
Groups partner with one another in order to learn technical skills such as bomb making,
as well as how to successfully employ tactics such as suicide terror within a broader campaign.
Hamas sought help from Hezbollah on how to conduct effective suicide campaigns. Al Qaeda
sought training from Hezbollah because Hezbollah had demonstrated mastery of bombing hard
targets, even though the two groups were not ideologically aligned (Horowitz 2010). Similarly,
the Japanese Red Army went to Palestine to train with the Popular Front for the Liberation of
Palestine (PFLP). The PFLP agreed to train the Japanese Red Army in exchange for a series of
attacks against PFLP targets.
Individuals also make an effort to learn from successful organizations in order to bring
experience back to their own conflicts. For example, Shamil Basayev took half his battalion to
Abkhazia and used those fighters to train new units in Chechnya. 2 Al Qaeda expends resources to
facilitate this strategy by formally training operatives for partner organizations in its training
camps, and by sending formal trainers and advisors to its partners. For example, al Qaeda
embedded an operative named Mohammed Fazel to monitor, train, and advise al Shabaab
(Mendelsohn 2016).
All of these examples are of direct diffusion of tactical information. Another possibility is
indirect diffusion. When Tamerlan Tsarnaev wanted to become a Jihadi, he went to Chechnya
but was turned away. He returned to the US and, with the help of his brother, built and detonated
a bomb at the Boston Marathon. The Tsarnev brothers based their design on instructions found in
an English language al Qaeda magazine called Inspire. 3 The article, titled How to Make a Bomb
in the kitchen of your Mom, was also used by Jose Pimental in the bombs he built to attack
returning military servicemen.4 Naser Jason Abdo was caught with a copy of the article and
bomb components before he could attack military servicemen in Fort Hood. 5
The Inspire article is not unique. The Islamic State in Iraq and the Levant (ISIL) has
published videos with similar instructions, to similar results. 6 Inspire publishes articles assessing
recent attacks and offering critiques so that future attackers can do better (Reaves 2016). In a
magazine called Rumiah, ISIL has provided instructions for vehicular attacks such as the one
seen in Nice, the German Christmas Market, and The Ohio State University.
As these examples illustrate, indirect diffusion is possible—especially for low-skill lonewolf attacks such as car attacks that are not embedded within a broader campaign. But it is
notable that the examples listed were all short-lived lone-wolf actions, rather than sustained
strategic campaigns that require more planning. Most of them also failed: following publicly
available instructions makes would-be attackers easier to predict and stop. Even Tsarnaev tried to
2

(Billingsley 1999; “Casus Belli for the Caucasus” 1999)
(“Inspire Magazine: A Staple Of Domestic Terror” 2013; Herbst-Bayliss,svea 2013).
4
(“Al Qaeda Inspired New York Resident Arrested on Terrorism Charges” 2011)
5
(“Inspire Magazine: A Staple Of Domestic Terror” 2013)
6
(Knapp 2017)
3

3

join a group before trying on his own, and had to engage in considerable experimentation beyond
the instructions in the article before they managed to build a bomb.
While indirect diffusion and individual innovation are both possible, I argue that they are
less effective, and more dangerous for all parties involved. Instead, we should expect to see
evidence of tactics diffusing directly through trusted partnerships that both protect the sharer of
the information, and more effectively enable the receiver.
Literature review
Contagion of violence
The sub-state violence contagion literature has largely focused on the spread of violence
at the level of the state (Buhaug and Gleditsch 2006). Beginning with the discussion of domino
theory and the spread of leftist insurgency, (Jervis and Snyder 1991; Macdonald 1993) and
extending to more nuanced work today (Danneman and Ritter 2014), the conclusion seems to be:
yes, violence is contagious. Some of the mechanisms identified are informative in exploring the
role of direct diffusion of violence, and might be extended to understand the spread of different
forms of violence across state lines.
One way that conflict spreads is by providing information that changes groups' rational
calculation about the returns to conflict. This can occur through demonstration effects (Kuran
1991, 1998; Midlarsky, Crenshaw, and Yoshida 1980), because it reveals information about the
cost of protest or security of an ethnic group (Lake and Rothchild 1996), or because it reveals
information about the returns to conflict (Linebarger 2016; Walter 2009). Demonstration effects
are analogous to the indirect learning narrative. However, these explanations are centered
primarily on the decision to engage in violent conflict at all, rather than on the nature of conflict
spread. Seeing another group successfully employ violence, or even specific violent tactics, may
make other groups want to adopt them, but tactical diffusion requires learning specific skills
which may be less amenable to spreading through observation.
Another mechanism relates to the movement of refugees across borders (Beardsley 2011;
Salehyan and Gleditsch 2006). Indirectly, refugees can create competitive pressures in other
states leading to the creation of conflict. More directly, they can contribute to conflict by
expanding the social network of violent actors. This hints at the mechanisms tested here:
expanding social networks implies that violent actors can help one another directly.
Flows of people can also facilitate the direct movement of violent actors and weapons
across borders. Fighters cross borders in search of safe haven or plunder, or after expulsion
(Beardsley 2011; Brown 1996). Once there, their training and expertise can be used in conflict
(Black 2013; Hegghammer 2013). For example, it was the physical movement of fighters from
Libya that contributed to the 2012 Tuareg rebellion.
The flow of people mechanism can be generalized. Contagion occurs because people
often happen to move nearby. But one key mechanism is exposure and access to experience and
arms. When it comes to the onset of a civil war, proximity may be a good proxy for flows
significant enough to help violent groups emerge as major contenders in other states. However,
at a smaller scale, such as the diffusion of individual tactics, exposure and access likely facilitate
learning beyond contiguous borders.
Finally, contagion is also attributed to external support, often of ethnic groups (Black
2013; Gleditsch 2007), or successful revolutionary movements (Black 2013; Linebarger 2016).
This mechanism can also be applied at the group level beyond contiguous states, as individual
groups support one another.
While the contagion literature hints at diffusion among groups, one thing is missing: it
has primarily focused on physical proximity. But if diffusion of violence takes place in part
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because of the movement of individuals and weapons, then it follows that violence should
diffuse wherever violent actors move and interact, whether they are in the physical
neighborhood, or not.
Learning and violent groups
The literature on violent group learning takes a step toward resolving the hole in the
contagion literature, but is more limited in scope. Both Horowitz (2010) and Acosta & Childes
(2013) suggest that direct diffusion of suicide terror is likely happening, but neither provides a
direct examination of whether diffusion occurs across partnerships. Horowitz shows that partners
of al Qaeda are more likely to adopt suicide tactics. Acosta & Childes trace the direct and
indirect adoption of suicide terror across groups, creating a network of groups that did adopt
instead of looking at diffusion across an extant network. While these two studies suggest a link
between cooperative partnerships and learning in the domain of suicide terror, neither provides a
definitive or general test.
The literature on learning also provides clues about likely mechanisms driving diffusion.
Groups learn when they are under greater competition (Horowitz, Perkoski, and Potter 2018).
For example, ISIS and al Qaeda to try to one-up one another (Watts 2016). Groups engage in
outbidding, and use suicide tactics in part in that pursuit (Bloom 2005). These studies suggest the
conditions under which learning occurs, but do not examine the role of diffusion in enabling
them to learn.
On the whole, the literature focuses either generally on the onset of violence or
terrorism, or on narrow tactics, rather than on diffusion and learning writ large. This study fills
these gaps by looking for evidence of direct diffusion of violent tactics among an existing
partnership network.
Theory
In order for a group to adopt a violent tactic, two conditions must be met. First, the group
must want to use the tactic. Second, a group must be capable of employing the tactic effectively.
I will begin by establishing that although various factors increase or decrease the pressure to
adapt, groups generally need to adopt new tactics to survive. I then discuss how capacity
constraints make adoption risky, but partnerships can reduce the risks associated with adopting
new tactics. I then discuss how capacity to adapt can be shaped by the information sharing
environment in which a group is embedded: some local networks create more secure information
sharing environments than others. I then discuss how rivalries increase the competitiveness of the
environment, driving increased need to adapt. Moreover, even though rivals exist in similar
operational environments and observe one another, they do not imitate one another.
Why groups want to adapt
Violent groups must adapt because they exist in asymmetric, conflictual security
environments. By definition, these groups are illicit, and thus face existential threats from
security forces. They also compete with rivals without protection from the state. In the same way
that anarchy and existential threats drive states to create and modernize their military, violent
actors must evolve in order to survive. As security forces and rivals learn the behavioral patterns
of a group, they become better at preventing and countering attacks. While not every tactical
innovation will be appropriate for every context, groups still must learn in order to thwart
security forces, and to compete amongst themselves. If groups fail to learn, then they become
increasingly vulnerable to competitors that do.
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For example, militant groups use common materials to build explosives. In response,
governments monitor purchases of those materials, leaving groups vulnerable to detection unless
they evolve. This is especially the case as the Global War on Terror has led to the provision of
capacity assistance to security forces across the world, helping them to share insights and better
target violent groups.
A second example is the evolution of improvised explosive devices (IEDs) during the
wars in Iraq and Afghanistan. As the US military developed technologies and operating
procedures that minimized the effect of early IEDs, insurgents adapted their strategies. Early
IEDs were triggered with a wire or pressure plate. As military units became better at recognizing
them, insurgents adapted and created IEDs that detonated remotely using radio waves. When the
military started using jamming, IEDs got timers. In parallel, as the military adjusted its patrolling
configurations, insurgents adjusted the pattern of IED placement. Illicit groups that fail to evolve
with security forces become vulnerable to detection and lose their capability to inflict damage.
This mechanism depends on groups’ need for security. Illicit groups are generally under
threat by security forces, but those with rivals are under greater threat. Groups with rivals should
therefore have greater pressure to adapt (Horowitz, Perkoski, and Potter 2018).
While survival is a primary concern for groups, the logic of appropriateness also shapes
the choices that groups make (Checkel 2013). Personal exposure between individuals from
different militant groups helps shape this logic (Bakke 2013). Groups learn from one another's
successes and failures (Linebarger 2016), but interpretation of those successes and failures is
shaped by social context. This is especially important in the case of terrorist organizations,
whose tactics rarely lead to realization of their political objectives: perception that a set of tactics
is effective is likely more important than whether or not the tactic actually is effective (Abrahms
2006, 2011; Fortna 2015). This means that groups that have cooperative partnerships are more
likely to want to adopt those tactics that their partners have adopted, regardless of how well those
tactics work at the strategic level.
When groups can adapt
Groups use five to six different tactics on average, as categorized by the Global
Terrorism Database’s descriptors. If evolution is so critical to group survival, why do groups use
so few? While individual preferences likely contribute to the decision, pressures to adapt are met
with hard constraints. Groups have finite resources to dedicate toward learning and training their
operatives in new techniques. Experimentation costs time and resources: al Qaeda dedicated a
camp and considerable resources toward researching chemical weapons, but never succeeded
(Bin Laden, Bin Laden, and Sasson 2010). Most groups do not have al Qaeda’s level of
resources to experiment. Moreover, because groups operate as illicit organizations, trial and error
can be fatal for three reasons.
First, certain tactics are better or less well received by groups' support base (Bloom
2005). Encasing attacks in an effective campaign, complete with effective messaging, is critical
to success. Groups that get it wrong risk losing supporters to rivals or the government. However,
groups often do not know ahead of time what frames are most effective, or what tactics are likely
to alienate their populations. Maskadov was exasperated when commanders within the Ischerian
Republic adopted hostage-taking into their repertoire because it alienated certain elements of his
broader support base. Likewise, the Algerian Islamic Groups (GIA) adopted brutal tactics after
an inexperienced leader, a literal butcher, unexpectedly took power. The GIA’s shift in tactics
and operations backfired, and many commanders and supporters defected to the government
(Tawil 2011). All of these independent innovations backfired.
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Ineffective campaigns can be especially damaging to groups with rivals. Osama bin
Laden was frustrated by al Qaeda in Iraq's (AQI) use of beheadings because they alienated their
support base. AQI ignored bin Laden’s advice and used brutal tactics with impunity because they
thought their reign of terror was effective, until it backfired among the Sunni population and
contributed to massive losses during the Anbar Awakening (Biddle, Friedman, and Shapiro
2012; Mendelsohn 2016).
Second, adopting new tactics can be risky because if executed poorly, the group could
look weak for conducting failed attacks. Violent actors often use violence in order to signal that
they have the capacity to impose costs, and to gain support (Kydd and Walter 2006). Poorly
executed attacks signal the opposite, making a group risk looking incompetent if they attempt to
employ a tactic before they have mastered it. For example, al Qaeda tried to distance itself from
the Underwear Bomber’s embarrassing failure.
Finally, adopting new techniques risks valuable operatives. If members of the group
attempt to plan an attack for which they are ill prepared, they risk capture, as occurred with the
Red Army Faction’s early attempts at kidnapping. When producing explosives, an inexperienced
group might not know how to cover their tracks when purchasing raw ingredients. Inexperienced
operatives may not know how to handle a hostage negotiation, thereby risking their lives. In
addition to the loss of the operatives themselves, captured operatives have information about
militant groups that can help law enforcement to harm the organization as a whole.
For all of these reasons, if groups take the time to invest in a new tactic, they must take
the time to do it right. Under what conditions is adopting a new tactic worth the risk, and how do
groups go about learning?
Partners can help reduce all of these risks. When a group learns a tactic through exposure
to an experienced partner, it does not have to pay the cost of experimentation. While new
operatives must still dedicate time and resources to training in the new tactic, they do not have to
engage in the trial and error involved in learning a new tactic by themselves. For example, even
with the aid of the Inspire article on bomb making, the Tamerlan brothers had to experiment to
produce the bombs used in the Boston Marathon attacks, all the while risking exposure. When
operatives go to an al Qaeda training camp, on the other hand, they attend a whole course on
bomb making and explosives use.
Learning a tactic from a partner helps groups to mitigate the risks from a trial and error
period, often because they can practice in a safe environment. Several Chechen commanders
took advantage of nearby conflicts, from Basayev’s training campaigns in Abkhazia, 7 to Ibn al
Khattab’s training in Afghan camps. This external training helped the fighters in Chechnya to hit
the ground running when the civil war began in earnest.
The Red Army Faction in Japan are an example of a group for whom a trial and error
period was disastrous. They grew out of a protest movement in Japan, and lacked members
experienced in violent resistance. After their first failed attack, at least fifty of their members
were arrested. They then attempted to copy global trends in terrorism at the time with an aircraft
hijacking. The attempt failed because they selected a plane that was too small to fly them to their
intended destination. They were then tricked into landing in Seoul instead of North Korea, and
when they finally did make it to North Korea, the attackers were confined in country and unable
to leave. The group was unable to emulate the attacks it observed. Surviving members eventually
regrouped as the Japanese Red Army and sought the support of the PFLP, from whom they could
receive formal training in violent tactics. The training helped the group to conduct several
successful attacks.
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Groups can learn the ins and outs and keys to success that only come with experience if
they learn from observing a partner who shares insights from their experience. When the
Revolutionary Armed Forces of Colombia (FARC) wanted to expand into urban warfare, it
reached out to the Provisional Irish Republican Army (PIRA) in order to learn how to make and
deploy mortar explosives. Small details like how to effectively create an IED or place a bomb
come from experience and involve technical skill. They can mean the difference between success
and failure. Recognizing this, FARC reached out to PIRA so they could do it right, before risking
a failed campaign.
Al Qaeda followed a similar rationale when reaching out to Hezbollah, despite their
ideological differences. Bin Laden decided that al Qaeda needed to conduct a successful attack
against a hard target for strategic reasons, but also decided that it did not yet have the expertise
necessary. He sent operatives to learn from Hezbollah, which he considered an expert after their
successful attack of the U.S. Marine Corps barracks in Lebanon (Horowitz 2010).
The examples above show that groups can learn from one another, but are there
alternatives? Independent innovation can and does occur: if it did not, new tactics would never
emerge (Gill et al. 2013). PIRA innovated in explosives making. Hezbollah innovated in suicide
campaigns. Al Qaeda attempted to innovate in the creation of chemical weapons. But innovating
without support is also costly, and limited to well-resourced groups. Invention requires an
investment of resources with uncertain return, and a space in which to operate. For example, al
Qaeda’s chemical weapons experimentation was only possible because of a safe haven in
Afghanistan. Probes for new vulnerabilities, like the Underwear and Shoe Bombers, were failed
risks.
Another alternative would be if groups could learn from one another indirectly through
online or print publications. Al Qaeda attempts to provide lessons learned through its Inspire
magazine by critiquing recent attacks. Even bin Laden is known to have studied Maoist doctrine
and scholarly literature on insurgency. But as his actions with Hezbollah suggest, he did not
believe book learning was enough to provide the tactical skill to launch a successful attack.
There are two reasons why groups are unlikely to be able to learn enough indirect sources.
First, experienced groups are unlikely to provide all the tactical information necessary for
an effective campaign in open or easily compromised sources. As soon as a group publicizes its
techniques, those techniques risk becoming less effective. Anything Inspire publishes about
avoiding law enforcement is also read by law enforcement. The more detail they provide, the
more security forces learn about their operational procedures and the patterns of behavior that
might help investigators to prevent or harden against an attack.
Inspire and Dabiq serve al Qaeda’s and ISIL’s broader aims in that that they encourage
lone wolf attacks, but do not provide information that could hurt the groups themselves or help
their competitors, such as advanced tactical information, or information on how to fold an attack
into a campaign. As evidence, most of the lone wolves we hear about were failures. This suits
ISIL’s and al Qaeda’s interests: they can disown any failed attacks while pointing to them as
evidence of discontentment. They do not need lone wolves to succeed most of the time. Groups,
on the other hand, need their operatives to succeed to demonstrate strength or achieve their aims.
The information provided in Dabiq and Inspire is not as helpful to them.
Second, adopting new tactics involves learning new technical skills. These skills require
practice and expertise. Groups may be able to read about how to make a simple bomb, but that is
a far step from being able to adapt those bombs to different circumstances and use them
effectively as part of a cohesive campaign. Al Qaeda took detailed operational notes from
Hezbollah on their bombing of the Marine compound, because the details were important. This
also applies to non-technical soft skills: it is one thing for a group to ask an operative to die in an
8

attack, and another to cultivate enough dedication to be certain the operative will do it rather than
selling the organization out.
To summarize, groups need to adapt to survive, and learning from others can reduce the
cost of innovating on their own. However, groups safeguard the valuable tactical information
needed to learn new tactics from anyone but trusted partners. Moreover, exposure to partners
drives a logic of appropriateness for certain tactics. This leads to my primary hypothesis.
HDirect Diffusion: Groups are more likely to adopt a tactic if they have a partner that has recently
used the tactic.
Structure and the Information Sharing Environment
One mechanism of the theory is that groups must learn from partners because tactical
information is safeguarded. If this is true, we expect to see more sharing when groups trust that
what they share will not get out. Individual partnerships aggregate into networks across which
rumors and information can spread, and the pattern of partnerships (network structure) affects the
security of the information sharing environment. We can therefore examine the information
security mechanism by examining diffusion across different network structures.
Moreover, understanding the ways in which the patterns of partnerships relate to who
influences who, and which groups are more or less likely to learn from others is critical for
understanding the diffusion of tactics and the nature of the interdependence between
observations. The number of partners a group has to learn from is important, but so is the
constellation of those partnerships in relation to one another.
Different patterns of
Figure 1. Centralized and Decentralized Network Structure.
partnerships, called network
(a) A centralized hub-and-spoke network
structures, shape the pattern
(b) A decentralized random network.
of influence in the network,
which in turn shapes the
information environment. A
group’s influence, as
conceptualized here, refers to
the number of partners it has
relative to others.8 Figure 1a
shows a centralized network.
Centralized networks are
networks in which one or a
few members have many
more partners than others.
This disparity means that
well-connected groups are more influential and have greater leverage over their partners. The
most centralized possible network is a hub-and-spoke network, shown in Figure 1a.
Decentralized networks, like the random network in (b), contain groups with on average
the same number of partners. This means that even well-connected groups do not stand out as
more influential. The distribution of influence, and the availability of redundant ties through
which information may spread, impact the security of the information sharing environment and
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shape the extent to which different groups can effectively extract information and resources from
their partners.
In centralized networks, well-connected groups have structural power because they
control access to the network. The only source of information in Figure 1a is through the most
central group (1). For example, the PFLP invested in coordinating and training other groups in
exchange for the operational control it gave them. This gave them leverage over their partners: in
payment for access, the Japanese Red Army conducted attacks on their behalf. The Peshawar
parties helped funnel funds and coordinate among their favorites in the Afghan Civil War, which
gave them influence over political outcomes in part because they determined which groups
survived and which were starved of resources. Both the PFLP and Peshawar parties were
influential not just because they had many connections, but because of the exclusivity of those
connections.
The influence and leverage held by well-connected groups in centralized networks
improves the security of the information sharing environment and helps them to extract useful
information in two ways. First, these groups tend to be safer to share with. They tend to have
greater material strength both because weaker groups tend to coalesce around strong, secure
groups (Bapat and Bond 2012), and because their leverage allows them to extract asymmetric
resources from their partners—the Peshawar parties, as the gatekeepers to funding, were able to
resource themselves, and the PFLP was able to disproportionately direct the actions of its
dependent partners. The fact that they are secure means that they are less likely to lose
information by being compromised by law enforcement or competitors. Their leverage also
allows them greater control over the flow of information across the network, meaning that they
can more credibly secure their partners’ secrets.
Second, well connected groups in centralized network are better at extracting information
from their partners. They can use their leverage to encourage cooperation and sharing, and their
material strength to take advantage of what they learn. They also tend to specialize in
information processing. Each partnership takes time and resources to maintain, meaning that
groups must invest in a bureaucracy to handle them, which endows the group with the
organizational capacity to contextualize and synthesize what they learn (Author, working paper).
For example, al Qaeda invests in a large bureaucracy in order to manage its partners (Shapiro
2008), with operatives who serve as advisors and coordinators to other groups, with a formal
chain of command and channels for analysis which is synthesized into strategic documents and
training manuals.
The distribution of leverage within centralized networks also impacts less influential
groups by creating a structure in which there are positive marginal returns to each additional
partnership a group has. Within centralized networks, the more partners a well-connected group
has, the more groups they have leverage over, and the more they are able to extract resources
from the network. For poorly-connected groups, adding a connection means reducing the
leverage held by well-connected groups, increasing the group’s influence and the demands it can
make from its partners. For example, the Haqqani Network was able to survive in part because it
bypassed the Peshawar parties to form ties directly to funders, thereby gaining some territorial
autonomy from Peshawar-connected Hezb-e-Islami. This means that there are positive returns to
partnership in both poorly- and well-connected groups in centralized networks.
The opposite is the case for decentralized networks such as the Kashmiri groups in
Pakistan and India. In decentralized networks, there are many redundant pathways for goods and
information to cross. Unlike in Figure 1a, where any piece of information had to pass through (1)
before reaching another group, members of decentralized networks have many alternative
sources. The result is that no one group holds leverage over others, and information does not pass
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exclusively through any given partnership. This level distribution of leverage results in a less
secure information sharing environment, and no marginal gains to partnerships.
First, sharing information is less safe in a decentralized network because of the
prevalence of redundant partnerships (Author, working paper). Decentralized networks have no
gatekeeper with the organizational capacity or leverage necessary to vet members. This means
that a group sharing information with any partner has to trust that partner’s judgement regarding
all of their partners, and all of their partners’ partners, and so on. This can result in mistakes,
such as sharing with a weak group that may become compromised by law enforcement (Morselli,
Giguère, and Petit 2007). It can also result in deliberate losses because partners have different
and often competing interests, and may willfully share information with security forces (Bapat
and Bond 2012; Berman and Laitin 2008) or competitors (Christia 2012) in exchange for an
advantage. While groups in centralized networks need only trust the judgement of a few secure
central brokers, in decentralized networks, they must trust the judgement of many potential
defectors, who each could share the critical operational information with many other potential
defectors. Moreover, there is no positive marginal gain to partnerships because the prevalence of
redundant ties means that adding a partner does not increase leverage.
Second, in decentralized networks, groups with more connections have more noise.
Information shared from one group may reach another group through multiple paths. This
reduces the impact of a single partner adopting a tactic on a group’s perceptions of the
appropriateness of that tactic. In other words, because they observe a broader array of tactics,
their logic of appropriateness is less swayed by observing any given tactic among groups they
interact with. This is exacerbated by the fact that groups in decentralized networks tend to be less
homogenous in their tactical choices than groups in centralized neighborhoods (See Online
Appendix). With many partners to choose between and fewer specialized structures to sort the
information, they are less likely to learn a given tactic that any one partner has adopted.
Altogether: centralized networks create more secure information sharing environments. If
the information security mechanism in the theory is true, then this leads to the following is an
observable implication on the effect of network structure on tactical diffusion:
HStructure: There are positive marginal returns to partnership in centralized networks, but
not in decentralized networks.
Or restated more simply: Well-connected groups in centralized networks are the most
likely to adopt tactics from their partners. The reverse is true among decentralized networks.
Competition
Another mechanism within the theory posits that insecurity both creates pressure to adapt
as well as raises the costs of getting it wrong. I test this mechanism by examining the effect of
variation in security competition. Just like competing states coevolve military technology in
order to counter one another's advances, militant groups that are always under existential
competition must evolve their tactical approach to survive. Similarly, groups with rivals must
compete over supporters by outbidding (Kydd and Walter 2006). Successful outbidding requires
adapting tactics in order to remain effective, and adopting new tactics in order to distinguish
themselves in the eyes of their potential support base (Bloom 2005).
But competitors also heighten the security risks groups face. This intensifies the tension
between the benefits and dangers of adaptation. On the one hand, groups need to evolve in order
to survive. On the other hand, experimentation is more dangerous when a group has more
competitors.
11

These pressures can be resolved. Groups with more rivalries are more likely to adopt the
tactics available to them.
Hcompetition_A: Groups with more rivals are more likely to adopt new tactics that their partners
use.
Examining rivals also provides an opportunity to test two alternative hypotheses to direct
diffusion. First, if groups in similar operational environments are both more likely to partner and
more likely to adopt similar tactics, then we should also see similar tactics adopted by rivals,
who exist in similar operational environments. Second, if groups can learn from observing one
another, then rivals—who have ample opportunity—should be more likely to adopt similar
tactics. If, instead, groups must learn from trusted partners, then we should not expect to see
rivals emulating one another.
Hcompetition_B: Groups are not more likely to adopt a tactic that their rivals use.
To summarize, the core hypothesis is that groups that have a partner that has used a tactic
in the recent past are more likely to adopt that tactic because partner use shapes groups
perceptions of efficacy, and reduces the barriers to learning. In order for this theory to be true,
groups must safeguard operational information. Well-connected groups in centralized networks
are in more secure information sharing environments than well-connected groups in
decentralized networks, making them more likely to adopt tactics from their partners. If
insecurity drives the tension leading groups to learn from partners, groups with rivals should be
more likely to adopt new available tactics. Finally, if direct learning, instead of observation, is
really occurring, groups should not emulate their rivals.
Empirical Strategy
Data
Network data were taken from the Big Allied and Dangerous 1 (BAAD1) dataset of
militant group cooperative and rivalrous relationships (Asal and Rethemeyer 2008). These
relationships were taken from the Terrorism Knowledge Base (TKB), compiled by the National
Memorial Institute for the Prevention of Terrorism (MIPT). One limitation of the BAAD1 data is
that they are static, representing whether groups ever had a relationship—a partnership, rivalry,
or both—during the observation period. While this period in theory extends from 1968 through
2008 when the TKB stopped collecting data, in practice it corresponds most reliably to the years
in which the TKB was collected, from 1998 to 2008. In some circumstances groups do shift their
alliance patterns (Christia 2012), but absent more detailed data on these dynamic shifts, these
static data still provides a glimpse into the partnership behavior of groups. Moreover, personal
relationships formed during alliance likely remain, meaning that exposure is likely to persist over
time even as formal partnerships fade. However, those relationships that the TKB listed as both
cooperative and rivalrous were excluded from the analysis. Only 18 out of 487 relationships in
the data were reported as varying.
I infer a dynamic network using group activity to account for the fact that not all groups
exist over the entire study period. It is impossible for groups to adopt a tactic when they do not
yet exist, but restricting the study period would mean failing to observe most adoptions because
groups can only adopt a tactic once. I therefore create a new network each year, including only
active groups. A group is presumed to be active from its first attack, until two years after its last
attack in the dataset.
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Activity data were taken from the Global Terrorism Database (GTD) hosted by the
National Consortium for the Study of Terrorism and Responses to Terrorism (START) (2016).
The GTD contains attacks between 1970 and 2015. While the GTD is focused on terrorism, it
uses a broad definition and allows users to select incidents based on narrower criteria. Because I
am interested in violence writ large, I used the most permissive definition available in START.
BAAD1 and GTD use different naming conventions. Moreover, many groups change
their name or evolve into new groups over time. I used the TORG crosswalk (Cousin 2014) and
hand-coding to merge GTD into BAAD1(see appendix). Out of 186 networked groups in
BAAD1, 112, were active in GTD and had partners in BAAD1. The remaining groups were
either unpartnered or too small or obscure to have activity in the GTD.
Dependent Variable: Adoption of Tactics
A group adopts a tactic the first time it uses that tactic. A list of possible tactics was taken
from GTD. I included tactics that occurred in more than 100 attacks in the data, and that relate to
violent skills rather than contextual strategic choice. For example, carrying out an assassination
is a tactic because it is a category of behavior. The type of target of assassination is more specific
to the individual groups' goals. A list of tactics is shown in Table 1.
It is possible that groups had already adopted a tactic before the beginning of the data.
Most included groups did not yet exist in 1970, when the data begin. This helps, but does not
resolve the issue. However, this works against the hypothesis: if groups had already adopted and
used a tactic before the start of the data, then it will appear that they had adopted it at their first
attack, likely before they’ve had a chance to observe another group adopting. The bias would be
toward groups innovating on their own, which increases our confidence in positive results.
Observations are at the month-group-tactic level, or interval-group-tactic level,
depending on the statistical test. Intervals are periods of time for a given group and a given tactic
in which none of the time-varying variables changed. Observations are of groups that are eligible
to adopt a new tactic. To be eligible, a group has to be an active member of a network. Groups
that have not yet conducted attacks, or who have not conducted attacks for 2 years, are
considered to be inactive and therefore are not candidates for adoption. 9 Groups are also
ineligible if they have already used a tactic, because once it has already been adopted, the
probability of adopting is 0, (they cannot adopt the same tactic twice). There are 108,928 tacticinterval-group observations.
Direct Diffusion and Competition Hypotheses:
To test the primary hypothesis, I extend a spatial regression model to a network context
(Cranmer and Leifeld, n.d.). The explanatory variable is equivalent to an indicator variable of
whether a group has a partner that has used a given tactic in the past three years. 10 I used the
same method to create a measure of whether a group has active rivals, and whether any of their
rivals had recently used a tactic. The indicator was constructed prior to limiting the observations
to eligible groups.
The three-year window was imposed to create a hard test for the hypothesis. While
groups can learn from partners who no longer use a tactic—al Qaeda approached Hezbollah to
prepare for their embassy bombings years after Hezbollah’s Marine barracks attack— without
9

With the exception of al Qaeda, whose last attack in the GTD was in 2011, but which continues to exist and
support attacks through its affiliates.
10
See Appendix for details on this calculation and its interpretation.
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the nuance of a case study, it is harder to make a case that a group has learned a tactic from a
partner if that partner had ceased using the tactic years before. I use three years because attacks
are rare events that often take a long time to plan.
Network Structure Hypotheses:
Network statistics are calculated each month. I calculated degree centrality for the
cooperative and rivalrous networks (number of partners and rivals). As a robustness check, I use
eigenvector centrality as a measure of indirect influence.
I also constructed a monthly measure of the centralization of each group's local network,
adapted from (Freeman, Roeder, and Mulholland 1979). A group’s local network includes their
partners, and their partners’ partners. Sj is the centralization of group j’s local-network. C D(p*) is
the degree centrality (number of partners) of the best-connected member of the local network,
and CD(pi) is the degree centrality of each member, i, including ties to groups outside the local
network:

The numerator is the sum of differences between the degree of the best-connected group and all
others (including external partnerships). The denominator is the maximum sum of differences,
and is equivalent to a hub-and-spoke network.
This centralization measure indicates how closely the local network resembles a hub-andspoke network, where hub-and-spokes have a value of 1, and connected networks (where every
group is partnered to every other) have a value of 0. Dyads and unpartnered groups were given a
score of 0.
This centralization measure accounts for local structure while also considering how the
local network is situated because degree calculations included connections to groups outside of
the local network. A decentralized local network that is an offshoot of a larger centralized
network that could effectively transmit tactical information to the local network would be
considered more centralized than an isolated decentralized local network.
Controls:
By controlling for other factors that influence a group’s propensity to adopt certain
tactics, we can increase our confidence in the learning hypothesis over the alternative that groups
who partner have similar propensities to adopt certain tactics to begin with.
First, groups should be more likely to innovate when they can absorb the risk, and have
the capacity to invest (Koehler-Derrick and Milton 2017). This is possible when they have a safe
haven where they are secure or from which they can draw resources, are a large organization, or
have a state sponsor. BAAD1 contains a categorical measure of group size and indicators of state
sponsorship and territorial control. Group size categories were: 0-100 and low confidence, 1001000, 1,000-10,000, and 10,000 and greater. I mapped these onto an exponential scale:
1,10,100,1000.
Berman and Laitin (2008) find that, religious groups that extract sacrifice should be more
capable of creating dedicated members, which makes them more secure and able to engage in
suicide terror. I control for the religious nature of the group, with an indicator from BAAD1.
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Finally, Horowitz (2010) argues that groups that are set in their ways are less likely to
adopt new tactics. Old groups have already been exposed and chosen whether to adopt.
Alternatively, older, more established groups may be more secure, and thus more able to adopt
new techniques. Given these competing possibilities, I control for group age, measured from the
time of the group’s first recorded attack.
Results
Table 1: Unpooled Bivariate Cross-Tabs
Bivariate First Glance
Rate of adoption among groups with and without a partner recently
Table 1 and
using a tactic. p̂ is the sample probability of adopting. Δ contains oneFigure 2 show unpooled
tailed probability that the two rates of adoption were drawn from the
and pooled bivariate
same distribution. Bold are significant at the .05 level.
analyses, respectively, in
order to provide a sense
No Partner Use
Partner Use
Δ
of the distributions in the
Not
Not
Adopt
p̂
Adopt
p̂
p̂
underlying data. The
Tactic
Adopt
Adopt
cross tabulations in
Suicide
89
10
0.101
29
33
0.532 <0.001
Table 1 show the
Hostage
38
9
0.191
40
47
0.54 <0.001
probability of a group
Assassination
26
14
0.35
44
47
0.516 0.0393
adopting a tactic with
Hijacking
89
10
0.101
51
8
0.136 0.254
and without having a
Barricade
87
14
0.139
40
5
0.111 0.324
partner that used the
tactic in the past three
Kidnapping
46
9
0.164
43
39
0.476 <0.001
years. The final column
Infrastructure
53
21
0.284
46
34
0.425 0.034
lists the probabilities that
Bomb use
4
6
0.6
15
93
0.861 0.016
the two rates of adoption
Incendiary
46
11
0.193
52
40
0.435 0.001
were drawn from the
Melee
54
14
0.206
50
34
0.405 0.004
same distribution. In all
Vehicle
121
5
0.04
35
3
0.079 0.162
but one instance—
constructing
Sabotage
126
7
0.053
13
2
0.133 0.107
barricades—groups are
Mail Attack
56
18
0.243
51
28
0.354 0.067
more likely to adopt a
Mine
56
15
0.211
57
25
0.305 0.094
tactic that a partner has
Remote
100
18
0.153
39
20
0.339 0.002
used than to adopt a new
Detonation
tactic.
Arson
Pooled

84
1080

22
209

0.208
0.162

48
668

24
574

0.333 0.03
0.462 <0.001
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The Kaplan Meyer
plot in Figure 2 shows the
proportion of groups that
have not yet adopted a
given tactic (y-axis) by a
given age (x-axis), for
groups with or without a
partner that has previously
used a tactic. If a group’s
partner adopts a tactic at
time t, the group shifts
from the no-use pool to
the partner-use pool at t.
The plot shows that
groups are more likely to
adopt a tactic when a
partner has used it in the
past three years.

Figure 2: Pooled Bivariate Kaplan Meier Plot of Tactic Adoption

Modeling Framework
Neither pooled nor
unpooled analyses
accurately represent the
dependence structure of the data. Pooled analyses repeat group-level observations, and do not
account for differences in individual groups' propensity to adopt tactics generally, or in the
differences among tactics. Unpooled analyses fail to account for similarities in diffusion
processes across tactics. I used a flexible Bayesian mixed effects model to get the best of both
worlds. While each group may have a different underlying propensity to adopt, and diffusion
dynamics for each tactic may be different, a multilevel model allows us to assume that they are
drawn from a similar data generating process. Each category has a different intercept and
coefficient, drawn from a normal distribution with a common mean.
Mixed effects provide a test of the theory in a context where little is known about
individual groups. Because violent organizations are secretive, reliable data are limited,
especially for smaller, more remote groups. Excluding these groups because of lack of data
would create bias. A mixed effects model allows us to specify a unique baseline propensity for
adoption for each group based on the observed data, which reduces our reliance on covariates for
the propensity of groups to adopt new tactics generally. Handling group-level variation is all the
more important given the debate on whether observed geographical diffusion effects are only a
result of spatial clustering of predictors of violence (Buhaug and Gleditsch 2006; Fearon and
Laitin 2003; Gleditsch 2007; Maves and Braithwaite 2013; Salehyan and Gleditsch 2006).
I use a mixed effects logistic regression, with random effects and intercepts for each
tactic, and random intercepts for each violent group. The group-level effects include group-level
covariates on religion, size, territorial control, and whether the group has a state sponsor. Group
effects help to account for unobserved variation in group propensity to adopt any tactic. Tacticlevel mixed effects account for variation in the diffusion dynamics of different tactic types due to
unobserved covariates.
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Following Carter & Signorino (2010), I approximate a survival model using time, time
squared, and time cubed terms. Third order time polynomials offer a flexible, interpretable
approximation of a spline approximation of a hazard model (Beck, Katz, and Tucker 1998).
The model, with details on the sampling procedure, posterior distributions and traces, are
presented in the appendix.11 Estimated effects are presented in Figures 3 and 4. The plots on the
left contain effect estimates with 95% credible intervals from three Markov Chain Monte Carlo
(MCMC) chains, or three separate runs of the model, to test for model stability and convergence.
A note on interpreting coefficient estimates: all coefficient estimates reflect changes in
the latent variable ŷ, and thus can be interpreted similarly to linear regression coefficients. ŷ is
distributed normally with mean determined by coefficient and covariate values for each
observation. It is then transformed into a probability with a Bernoulli distribution using a logistic
transformation. A positive coefficient corresponds to a positive increase in ŷ as a variable is
increased, which corresponds to a greater probability of adoption.
Direct Diffusion Hypothesis:
The main effect of partner use is statistically and substantively significant, suggesting
that groups are more likely to adopt tactics that their partners use. In the full model with
interactions, partner use also increases the propensity to adopt a tactic in every condition. 12
Overall, groups are more likely to adopt a tactic when a partner has used it first.
Competition Hypotheses:
Competition does increase the propensity of groups to adopt new tactics (positive main
effect in Figure 3, and simple main effect in Figure 4), especially when that group has a partner
to emulate (positive interaction between rival and partner use). However, groups do not emulate
their rivals (negative effect of rival use). The competition hypothesis is confirmed.

11

I used the No U-Turn Sampler (Hoffman and Gelman 2014). Sampling was computed using the PyMC3 in Python
(Salvatier, Wiecki, and Fonnesbeck 2016), with an asymmetrical sampling procedure (Betancourt 2017).
12
To see this, examine each negative interaction with its simple main effect. First, the interaction between
centralization and partner use: The magnitude of the negative interaction between centralization and partner use is
less than the sum of the two positive simple main effects: when accounting for the simple main effects, groups in
highly centralized communities are still more likely to adopt when a partner has used a tactic. Second, the magnitude
of the negative interaction between number of partners and partner use is less than the sum of the simple main
effects for partner use and number of partners until a group has more than nine partners— the 98.9 th percentile for
number of partners. I will return to this point below.

17

Figure 3. Diffusion Model Main Effects. Multi-level Logistic Regression.
Coefficient estimates (left) from three MCMC chains, for changes in propensity to adopt a
tactic in a given month. R-hat indicates model convergence if below 1.2.
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Figure 4. Full Diffusion Model Results. Multi-level Logistic Regression.
Coefficient estimates (left) from three MCMC chains, for changes in propensity to adopt a
tactic in a given month. R-hat indicates model convergence if below 1.2.
Rival use cut off for scale, see Figure 4b
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Figure 4b. Cutout of Rival Use effect.

Network structure hypotheses.
A three-way interaction between centralization, number of partners, and partner use is
needed to test this hypothesis. If the hypothesis is correct, we should observe the following:
(1) The effect of partner use should be strongest in well-connected groups in centralized
networks.
(2) The effect of partner use should be weakest in well-connected groups in decentralized
networks.
(3) The effect of increasing the number of partnerships should increase the effect of
partner use in centralized networks (better-connected groups should learn more from
their partners in centralized networks).
(4) The effect of increasing the number of partnerships should decrease the effect of
partner use in decentralized networks (betterconnected groups should learn less from their
Effect of
partners in decentralized networks).
Partner Use:
I find support for all four expectations. To
Δŷ with
ease interpretation of the 3-way interactions,
Δ Partner
Table 2 shows the change in a group’s propensity
Group Descriptors
Use
to adopt a tactic, ŷ, when the partner-use variable
changes from 0 to 1, given example values of the
Centralized network
1.289
interacted variables. All interaction terms are
1 partner
statistically significant.
Centralized network
(1) Well-connected groups in centralized
3.185
5 partners
networks are the most likely to adopt a tactic, with
an increase in ŷ of 4.223 when groups with
Centralized network
2.891
partners using a tactic move from 1 to 10 partners.
10 partners
The effect of partner use is stronger in betterconnected group.
Decentralized network
2.319
(2) Well-connected groups in decentralized
1 partner
networks are the least likely to adopt a tactic used
Decentralized network
by a partner. Among groups with partners using a
0.607
5 partners
tactic, ŷ drops from 1.217 with 5 partners to -.313
with 10.
Decentralized network
-1.533
(3) As shown in Table 2, There are diminishing
10 partners
marginal returns to partnership in centralized
Table 2. Predicted change in ŷ
networks, but they are always positive. The effect
Change in propensity to adopt a given
of partner use on propensity to adopt increases by
tactic as interacted covariates vary.
1.602 as the number of partners increases from
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one to ten in centralized networks. The interactions between number of partners and partner
use, and number of partners and centralization, are both negative. However, the magnitude of
the sum of negative coefficients is less than sum of the simple main effect of number of
partner’s and the three-way interaction between number of partners, partner use, and
centralization. This means that the there is a net boost every time a partner is added, even
though the boost gets smaller with each additional partner.
(4) In decentralized networks, groups with more partners are actually less likely to adopt a tactic
that a partner uses with every additional partner. The magnitude of the negative effect of the
interaction between number of partners and partner use is greater than the positive effect of
number of partners. While groups in decentralized networks still receive a boost from the
simple main effect of partner use, they have lower propensity to adopt a tactic with each
additional partner.
The analysis supports all four hypotheses. Groups are more likely to adopt a tactic when a
partner has used it. This is especially the case when groups compete with rivals. Groups are not
more likely to emulate rivals, which provides evidence that groups are learning from partners
rather observation or merely adopting tactics based on the pressures unique to their environment.
Finally, tactics diffuse most when structural constraints favor information-sharing: wellconnected groups in centralized communities are more likely to adopt new tactics than wellconnected groups in decentralized communities.
Conclusion
One potential limitation common in network analysis is the difficulty disaggregating
between homophily and learning. It may be that groups with similar inclinations towards certain
tactics are more likely to partner (homophily). This problem is inherent to the study of complex
systems, and it is likely that there are feedback loops of diffusion and homophily. Even with
temporal network data it would be impossible to determine whether groups with similar
propensity towards a given tactic are more likely to partner because partnerships are never
exogenous (Shalizi and Thomas 2011).
This difficulty does not mean that network studies are invalid. Ignoring the problem does
not make it go away: this study effectively demonstrates that observations of group behavior are
not independent, meaning that the fundamental assumptions underlying non-network models are
violated. Explicitly modeling network effects helps us to better describe reality, taking a
significant step in the right direction.
Contextual richness can help disaggregate between learning and homophily. I have
presented abundant examples of successful learning, and costly innovation. This context helps
increase the credibility of the model. Like early geographical contagion studies, this study is the
beginning of a conversation that will add richness and context to the conditions under which
learning occurs.
Network effects and homophily often come together as an endogenous process
contributing to diffusion. Groups adopt tactics because they are exposed to them by their
partners, but they also seek partners out in order to teach them tactics, as al Qaeda did with
Hezbollah. Both processes contribute to the diffusion of tactics that we observe among groups.
Rather than pretending that they are exogenous, researchers should embrace the processes that
are reflected in the world. As Bakke (2013) described, the logic of appropriateness does play a
role in the tactics that groups adopt. That groups choose to partner with others that employ the
sort of tactics that they admire does not detract from the observation that groups are embedded in
a social network of learning and influence.
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These findings have important policy implications. First, policy makers should anticipate
future tactical innovations of groups based on the behavior of known collaborators. This should
help security forces better harden targets and protect against future attacks. Second, policy
makers should consider how groups are situated within their network of partners. Groups with
many partners that are embedded within a decentralized network are less likely to adopt new
tactics. On the other hand, ring-leaders with many partners are more likely to pick up any
innovations those partners might have. Tactical innovation is also more likely when groups are in
competition, but policy makers should look to external partners to predict the new tactics that
groups will adopt rather than expecting rivals to behave like one another.
This study is the first step toward understanding the ways in which violent organizations
learn from one another and adapt. It is a continuation of the contagion discussion, opening a new
branch for future research. Future work should consider further exploring the context in which
learning occurs. Are some tactics more likely to diffuse through a network than others? How do
operational constraints affect diffusion? Can evidence of diffusion be observed in the non-violent
behavior of violent organizations, and how does it relate to diffusion of non-violent behavior
among dissent groups more generally? Understanding this broader puzzle is critical for
understanding conflict and opposition dynamics, as well as for helping security forces to protect
against the spread of violence.
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Online Appendix A: Method Details
In order to account for network dependencies in the model, I took the dot product of an
indicator of the use of a tactic in a given group-interval, and a weights matrix tying group partnerships to
observations. The weights matrix is a square matrix with height and width the length of the observed data.
Each row and column corresponds to a given observation. For a row i, a column j is given a value of 1 if
the corresponding observed attack-month was committed by the group's partner in the previous three
years, and zero otherwise. This procedure creates a count of attacks by a partner that used a given tactic in
the past three years. I took a boolean indicator of this count to indicate whether a group has any partners
that could teach them the tactic.
The dot product procedure is beneficial because it allows for more complex robustness checks, such as
weighting past actions by partners by how long ago they occurred, or including the effects of partners’
partners as well. Only direct partners were examined in this analysis, because the theory posits that tactics
pass directly between partners.
I use a hierarchical logistical regression to examine the effect of partner use on propensity
to adopt a tactic. The model is specified as follows, where c k are tactic-level fixed effects, βk are
tactic-level random effects for AX, the indicator of partner-use in the previous three years. α j are
group-level fixed effects with group covariates u, coefficients γ, and intercepts γ 0. ŷ is the change
in propensity for adoption. θ is a vector of covariates corresponding to interval-tactic-level
observations of network structure, Z. t, t^2, and t^3 represent the time since the group became
active, in months. P is the logit transform of ŷ, and is the probability of adopting a tactic in a
given month.
The monthly covariates Z include: (1) the centralization of the group’s local network, (2)
the number of active partnerships a group has, (3) two-way and three-way interactions between
centralization, number of partners, and whether a group has partners who have conducted an
attack, (4) the number of rivals a group has, (5) an interaction between the number of rivals a
group has, and whether that group has partners who have engaged in a tactic.
Likelihood:
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To aid with sampler convergence and avoid biased estimates, I used an asymmetrical
sampling procedure (Betancourt 2017). Higher level effects used a flat hyperprior, transformed
into a normal distribution as follows:

I used a Metropolis sampling for initialization and scaling, followed by a more efficient No UTurn Sampler to sample the covariate space more smoothly (Hoffman and Gelman 2014).
Sampling was computed using the PyMC3 in Python (Salvatier, Wiecki, and Fonnesbeck 2016).
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Online Appendix B: Full Traces of model variables.
Note: mu_a and mu_c are intercept terms. While they are not stable across simulations, their sum
is, meaning that their instability does not affect coefficient estimates. Both are necessary because
of variation within each intercept. They represent group-level and tactic-level fixed effects, and
allow a given tactic or group to have a higher or lower propensity for adoption relative to other
groups.
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Online Appendix C: Distributions of Key Variables
For reference, I present here the distribution key variables: number of partners and tactic
adoptions.
Distribution of Degree Centrality/ Number of Partners
Tactic Adoptions by Tactic:
No Partner Use
Not
Adopt
p̂
Tactic
Adopt
Suicide
89
10
0.101
Hostage
38
9
0.191
Assassination
26
14
0.35
Hijacking
89
10
0.101
Barricade
87
14
0.139
Kidnapping
46
9
0.164
Infrastructure
53
21
0.284
Bomb use
4
6
0.6
Incendiary
46
11
0.193
Melee
54
14
0.206
Vehicle
121
5
0.04
Sabotage
126
7
0.053
Mail Attack
56
18
0.243
Mine
56
15
0.211
Remote
100
18
0.153
Detonation
Arson
84
22
0.208
Pooled
1080
209
0.162

Partner Use

Δ

Not
Adopt
p̂
p̂
Adopt
29
33
0.532 <0.001
40
47
0.54 <0.001
44
47
0.516 0.0393
51
8
0.136 0.254
40
5
0.111 0.324
43
39
0.476 <0.001
46
34
0.425 0.034
15
93
0.861 0.016
52
40
0.435 0.001
50
34
0.405 0.004
35
3
0.079 0.162
13
2
0.133 0.107
51
28
0.354 0.067
57
25
0.305 0.094
39

20

0.339

0.002

48
668

24
574

0.333 0.03
0.462 <0.001
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Online Appendix D: Tactical similarity among network communities.
Theory
Centralized local networks facilitate the quick diffusion of information, which is
especially beneficial in large networks where it would be too costly to process information from
all other groups (Wahedi, working paper). It may not be possible to observe the spread of
information directly through a dark network, but we can view the spread of tactics. If groups in a
network are more willing to teach one another, there should be greater tactical similarity among
groups, and groups that are in a better position to learn should have greater individual tactical
diversity. This means that more central groups should have more diverse tactics, but since
centralized networks facilitate learning more readily than decentralized networks, this effect
should be stronger for well-connected groups in centralized local networks.
Data and Empirical Strategy
For this robustness check, I used an alternative measure of network community.
Specifically, I used the Newman Girvan algorithm to identify 439 communities in the network
data, the majority of which are isolates (Girvan and Newman 2002; Newman and Girvan 2004).
Any more than 439 and the algorithm begins to pick apart al Qaeda’s immediate network. Any
fewer, and several of the larger communities begin to merge. The breakdown of community
structure is shown in figure A1.
Diffusion of Information: I use the tactical similarity between groups as a proxy for the
diffusion of information and technology across groups. Partnered groups share violent
innovations with one another in order to either mutually gain, or better target a common enemy.
Partners also train together and share with or purchase weapons from one another. This suggests
that partnered groups will have more tactical similarities than groups that do not share.
This measure is not perfect. It could also be that groups with similar tactics tend to ally
with one another, or that groups with common enemies or circumstances both partner with each
other and tend to adopt similar tactics because they work in similar contexts. It may also be that
more lethal groups are more likely to form alliances than weaker, less lethal groups, and that
stronger groups have more similar tactics simply because they are the groups that adopted more
effective tactics to begin with. All of these mechanisms are likely to be at play, and
distinguishing between network effects and homophily is difficult even in the best of times, let
alone in dark networks (Shalizi and Thomas 2011). However, case studies have shown that
groups do share information with one another, and so variation in the level of similarity between
groups in different positions in different structures is likely to be driven, at least in part, by their
position in the network, (Fair 2004; Horowitz 2010; Horowitz & Potter 2014). Given that we
know it happens, and absent visibility into a more direct measure of information transference,
tactical similarity is the best available proxy. Many of the possible confounds should apply
equally to all militant communities, so variation between them is likely driven, at least in part, by
structure.
To measure tactical similarity, I take all operational variables included by Horowitz &
Potter in their replication data (Horowitz, Perkoski, and Potter 2018). These attributes were
assembled into an attribute matrix in which each group is a row, and categories of weapons,
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targets, and other tactical information are columns. If a group used a particular tactic during the
study period, I place a ‘one’ in the relevant column for that group. This attribute matrix is then
used as a list of multidimensional coordinates. A list of attributes is presented in Table 3.
Similarity between groups is calculated using the Euclidean distance between them. Community
similarity is measured as the average distance between all groups in the community. Group
similarity to the rest of the community is measured as the distance of that group to the
community’s centroid.
I also construct a measure of tactical diversity, which measures the breadth of tactics
employed by a group or community. Tactical diversity is not the opposite of similarity.
Similarity measures distance between groups, while diversity measures how many different
tactics are employed. Both measures are necessary because communities that facilitate learning
are theorized to have both greater similarity with respect to one another, and greater tactical
diversity because they have learned more techniques. In communities with less learning, tactics
will become less aggregated, and groups should have both lower diversity and lower similarity.
Results
Diffusion of Goods and Information
I hypothesized that groups in centralized communities will be more similar than groups in
interconnected communities, and that this effect should be stronger for larger groups. Figure A1
shows the distribution of similarity across communities in the network. The first two models
regress the average tactical similarity between all members in the community. The second two
interact similarity with size. All four models only include groups with allies, because the variable
of interest cannot apply to unallied groups. Table A1 shows the results. In all four models,
centralized networks predict greater tactical similarity within the community. This effect does
not appear to be mediated by size, however. This suggests that groups in centralized networks
are more similar to one another than groups in interconnected networks.
I also hypothesized that more central groups should employ more diverse tactics than
peripheral groups, and that this effect should be stronger in centralized networks. Figure A2
shows the distribution of tactical diversity across groups in the network. This hypothesis is tested
using two sets of linear models. In the first set, tactical diversity is regressed on a group’s
centrality. In the second set, centrality is interacted with centralized structure to determine
whether the effect is stronger in centralized communities. The first four models use degree
centrality as the measure of group centrality, while the second four use eigenvector centrality.
Models 3.1 & 3.2, and 3.5 & 3.6 look at the relationship between centrality and tactical diversity,
while 3.3 & 3.4, and 3.7 & 3.8 include an interaction with degree skew. The results are presented
in Table A2.
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A1:

Models 3.1, 3.2, and 3.5 all
predict that centrality is
significantly correlated with tactical
diversity. In Model 3.6, Eigenvector
centrality is not quite statistically
significant, (P=.154). Overall,
however, these results support the
hypothesis that centrality predicts
greater tactical diversity, especially
since eigenvector centrality is a
dubious measure when comparing
across different communities, and
because degree centrality is a better
measure of structural position in
centralized groups. The results from
Models 3.2 and 3.6 also suggest that
members of centralized
communities employ a significantly
broader repertoire of tactics. The
results for the interaction are less
clear. The interaction between
degree centrality and centralized
structure is not significant, but the
interaction between eigenvector
centrality and centralized structure
is significant in Model 3.7. The
introduction of controls in Model 8
reduces the confidence that the
estimate is different from zero to
80%, however. Overall, I conclude
that both structure and position
predict the breadth of tactics
employed by groups, but there is
little evidence that these effects are
multiplicative.

A2:
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Table A3: Similarity attributes used in robustness check:
Targeted an Airport/airline
Targeted a Business
Diplomatic Target
Education Target
Targeted Food/water supply
Targeted the Government
Targeted Journalists/Media
Maritime Target
Military Target
NGO Target
Police Target
Inflicted property damage
Religious target
Telecommunications Target
Targeted another Terrorist
Group
Targeted Tourists
Targeted a Transportation
System
Targeted Utilities
Suicide Attack
Kidnapping
Bombing
Shooting
Hijacking
WMD
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Table A1:Centralized Structure On Tactical Similarity
Model 2.1
Centralized
Size
CentralizedXSize
Num Events
State Sponsor
Age
Religious
Ethnic
Leftist
Territory
Constant
n
Adjusted R^2

Model 2.2

Model 2.3

Model 2.4

0.738** (0.228) 1.241*** (0.232) 0.829** (0.243) 1.356*** (0.250)
0.002 (0.009)
-0.007 (0.008)
0.043 (0.039)
0.031 (0.034)
-0.048 (0.045)
-0.044 (0.038)
0.001* (0.001)
0.001* (0.001) 0.001+ (0.001)
0.001* (0.001)
-0.214 (0.164)
-0.194 (0.163)
0.013* (0.006)
0.013* (0.006)
0.467** (0.156)
0.453** (0.155)
0.129 (0.162)
0.097 (0.163)
0.083 (0.162)
0.033 (0.167)
0.003 (0.145)
0.007 (0.144)
0.168* (0.082) -0.414* (0.178)
0.068 (0.124) -0.484* (0.187)
55
37
55
37
0.467
0.706
0.469
0.71

Note: +p<.1. *p<.05. **p<.01, ***p<.001

Standard errors in parentheses
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Table A2: Centralized Structure and Centrality on Tactical Diversity
Model 3.1
Degrees

Model 3.2

Model 3.3

Model 3.4

0.172*** (0.016)

0.113*** (0.021)

0.060 (0.090)

0.095 (0.115)

0.074 (0.224)

0.738* (0.329)

-0.144 (0.283)

0.699+ (0.412)

0.137 (0.109)

0.021 (0.138)

-0.002 (0.004)

-0.009+ (0.005)

Eigenvector
Centralized
DegreesX Centralized
EigenvectorX Centralized
Size

-0.002 (0.004)

State Sponsor

-0.009+ (0.005)
0.278 (0.192)

0.271 (0.198)

0.027*** (0.005)

0.027*** (0.005)

0.085 (0.118)

0.085 (0.118)

Ethnic

-0.118 (0.120)

-0.116 (0.121)

Leftist

-0.043 (0.233)

-0.046 (0.234)

Territory

0.343* (0.153)

0.345* (0.154)

Age
Religious

Constant

1.534*** (0.126)

1.137*** (0.226)

1.717*** (0.192)

1.168*** (0.302)

247

147

247

147

0.328

0.505

0.33

0.501

n
Adjusted R^2

Model 3.5

Model 3.6

Model 3.7

Model 3.8

Degrees
Eigenvector

59.27*** (12.30)

20.21 (14.11)

-248.15** (88.67)

-99.64 (95.03)

Centralized

0.057 (0.261)

0.875* (0.358)

-0.752* (0.344)

0.473 (0.476)

383.4*** (109.6)

152.8 (119.9)

-0.000 (0.004)

-0.005 (0.006)

DegreesX Centralized
EigenvectorX Centralized
Size

0.001 (0.004)

State Sponsor

-0.005 (0.006)
0.508* (0.209)

0.433* (0.217)

0.033*** (0.005)

0.032*** (0.005)

0.145 (0.128)

0.144 (0.128)

Ethnic

-0.046 (0.130)

-0.037 (0.130)

Leftist

0.008 (0.254)

-0.012 (0.254)

Age
Religious

Territory
Constant

0.493** (0.165)

0.504** (0.164)

1.713*** (0.145)

1.019*** (0.246)

2.375*** (0.236)

1.342*** (0.353)

247

147

247

147

0.091

0.41

0.131

0.413

n
Adjusted R^2
Note: +p<.1. *p<.05. **p<.01, ***p<.001

Standard errors in parentheses
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